Installing EVE-NG on VMWare Workstation:
Download the Community Edition of EVE-NG. Use the MEGA/Google links Full ISO.

EVE-NG Live 1SO — Google Mirror
EVE-NG Live ISO — MEGA Mirror
EVE-NG Live 1SO- Sync Mirror

Offline EVE-NG Community installation Full 1SO

Download Size 2.7 Gb e

i
EVE-NG Full ISO — Google Mirror SHA1 4E4D8B70AAABTTOAEOA3BEDCB1!

EVE-NG Full ISO — MEGA mirror
EVE-NG Full ISO — Sync Mirror

SHA256 CH6E3F89044B38C1C35168849DFE

Create a New Virtual machine, click on File > New Virtual Machine choose Custom (Advanced)
click Next.
@ EVE-NG-PRO - VMware Warkstation

Fle Edit View VM Tabs Help [ ~ D D OB O
Library *| New Virtual Machine Wizard X rD PHP-Auct
2 Type here to search v|
= [ My Computer vmware )
7] EVE-COM Welcome to the New Virtual
WORKSTATION  Machine Wizard
[] EVE-NG-PRO PRO™
[[] kali-linux-2023.3
l_' . _1;
L] Metasploitable2-Li What type of configuration do you want?
[C] win-xp
=
I—D CSR (O Typical (recommended)
[l an-Sewer-Em i Create a Workstation 17.x virtual
[_'D Win-5erver-2019 machine in a few easy steps.
[C] owasp
[C] Windows-11 © Custom (advanced)
[—D PHP-Auct Create a virtual machine with advanced

options, such as a SCSI controller type,
virtual disk type and compatibility with
older VMware products.

Help < Back Mext = Cancel
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[] EVE-NG-PRO

[[] kali-linux-2023.3
[—D Metasploitable2-Lir
(] WIN-XP

[[]csr

[] Win-Server-2019
[] Win-Server-2019
[C] owasp

[] Windows-11

[] PHP-Auct

e e
[[] EVE-NG-PRO

[[] kali-linux-2023.3
[—D Metasploitable2-Lir
[C] wWIN-XP

[ csr

[] Win-Server-2019
[[] Win-Server-2019
[ owase

[[] Windows-11

[[] PHP-Auct

Choose the default Virtual machine hardware compatibility and click Next.

Virtual machine hardware compatibility

Hardware Workstation 17.x =
Compatible ESX Server
Compatible products: Limitations:
Fusion 13.x 128 GB memary
Workstation 17.x 32 processors
10 network adapters
8 TB disk size
8 GB shared graphics
memory
Help < Back Mext > Cancel

Select “I will install the operating system later” and click Next.

Install from:

Installer disc:

No drives available

O Installer disc image file (iso):

E:\OS\CSR1000v_for_VMware'csr1000v-universalks- Browse

© 1 will install the operating system later.

The virtual machine will be created with a blank hard disk.

Help < Back Mext > Cancel
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Select a Guest Operating system: Linux and select the version: Ubuntu 64-bit

)/ |ype here to search ¥
- P | Select a Guest Operating System

Which operating system will be installed on this virtual machine?

= [ My Computer
[[] EVE-COM
[—D EVE-NG-PRO Guest operating system
[—D kal-is-2022 () Microsoft Windows
[—D Metasploitable2-Lir O Linux
[C] WiN-xp ) ViMware ESX
1 csr O Other
[] Win-Server-2019
[C] Win-Server-2019 | Version

(0] owasp Ubuntu 64-bit v
[C] Windows-11
[] PHP-Auct

Help < Back Next = Cancel

Enter the name for your EVE-COMM VM and select Location where your EVE VM will be stored
on the host PC and click Next.

AR ] st deihalbeialiutnio e B Hame the Virtual Machine
What name would you like to use for this virtual machine?

= [ My Computer
[] EvE-com
[[] EVE-NG-PRO
[ kali-linux-2023.3

Virtual machine name:

_ | EVE-NG-New
[—D Metasploitable2-Lir
[ -
L] WIN-XP Location:
] csr
FI\EVE-NG-Test Browse...

[[] Win-Server-2019
[C] Win-Server-2019 The default location can be changed at Edit > Preferences.
[[] owasp

[[] Windows-11
[ PHP-Auct

< Back Next = Cancel
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Select max Number of processors, and Number of cores per processor =1

- e 2 Processor Configuration
= [ My Computer Specify the number of processors for this virtual machine.
[[] Eve-com
[] EVE-NG-PRO Processors
[ kali-linux-2023.3 Mumber of processors: | 4 ki |
I—D Metasploitable2-Lis
= i Mumber of cores per processor: | 1 w |
[ WIN-XP
[ csr Total processor cores: 4

[] Win-Server-2019
[] Win-Server-2019
[[] owasp

[[] Windows-11

[ PHP-Auct

Help < Back Next > Cancel

Assign desirable memory for your EVE VM and click Next.

) oot M | Memory for the Virtual Machine
= [ My Computer How much memory would you like to use for this virtual machine?
[[] EvE-cOM
[—D EVE-NG-PRO Specify the amount of memory allocated to this virtual machine. The memory
I—D kali-linux-2023.3 size must be a multiple of 4 MB.
(] Metasploitable2-Liil 128 68 Memory for this virtual machine: 16384 = MB
[C] WIN-XP 64 GB I e
32 GB
[—D CSR 16 GB 4
l_'|:| Win-Server-2019 8 GB [l Maximum recommended memary:
[[] Win-Server-2019 4 GB 4  559GB
[C] owaAsp 2o
l—-D Windows-11 <12 1B ] Ech;mmended memaory:
(] PHP-Auct 256 MB
128 MB »
64 MB Guest OS recommended minimum:
32 MB 2GB
16 MB
8 MB
4 MB
Help < Back Next = Cancel
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Select then network for your EVE VM. For Laptop it is recommended to use NAT Adaptor

A~ IYpRe nere 1o searcn "J

Network Type
= L My Computer What type of network do you want to add?
[C] eve-com
l_'l_ EVE-NG-PRO Metwork connection
[ kali—linux—.2023.3 _ (O Use bridged netwarking
(] Metasploitable2-Lit Give the guest operating system direct access to an external Ethernet
[ WIN-XP network. The guest must have its own IP address on the external network.
=
l_.'_ CSTR © use network address translation (HAT)
[] Win-Server-2019 Give the guest operating system access to the host computer's dial-up or
[ Win-Server-2019 external Ethernet network connection using the host's IP address.
[] owasp _ _
P Wind & () Use host-only networking
L] Windows- Connect the guest operating system to a private virtual network on the host
[ PHP-Auct computer.

[:]DU not use a network connection

Help < Back Next = Cancel

Leave recommended I/O settings, LSI Logic and click Next.

/- Type here to search ¥ | Select 1/0 Controller Types

Which SCSI controller type would you like to use for SCSI virtual disks?

= L My Computer
[C] EVE-COM
[[] EVE-NG-PRO 1/O controller types
[0 kali-linux-20233 | scst Controller:
ll: Metasploitable2-Lit

[C] WIN-XP
[C] csr O LSILogic (Recommended)

Buslogic (Not available for 64-bit guests)

[C] Win-Server-2019 ) LSI Logic SAS

(] Win-Server-2019 () Paravirtualized SCSI
[C] owasp

[C] Windows-11
[] PHP-Auct

Help < Back Mext > Cancel
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Leave recommended Disk Type (SCSI) settings and click Next.

)2 Type here to search ¥|

= L1 My Computer
[] Eve-com
[[] EVE-NG-PRO
[ kali-linux-2023.3
|—|:| Metasploitable2-Lir
[C] WIN-XP
[]cse
[ Win-Server-2019
[[] Win-Server-2019
[ owase
[[] Windows-11
[[] PHP-Auct

Select a Disk Type
What kind of disk do you want to create?

Virtual disk type

O 1IDE

O scsi (Recommended)
) SATA

O NviMe

Help < Back MNext = Cancel

Select Create a new virtual disk and click Next.
~ IypPe nere 1o searcn H Select a Disk

= [ My Computer
[[] EVE-COM
[[] EVE-NG-PRO
[[] kali-linux-2023.3
|_|:| Metasploitable2 -Lit
(] WiN-xP
[ csr
[ Win-Server-2019
[ Win-Server-2019
[[] owaspP
[[] Windows-11
[[] PHP-Auct

Which disk do you want to use?

Disk
O Create a new virtual disk

A virtual disk is composed of one or more files on the host file system,
which will appear as a single hard disk to the guest operating system.
Virtual disks can easily be copied or moved on the same host or between
hosts.

() Use an existing virtual disk

Choose this option to reuse a previously configured disk.

(0 Use a physical disk (for advanced users)

Choose this option to give the virtual machine direct access to a local hard
disk. Requires administrator privileges.

Help < Back Mext = Cancel
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Select your desirable HDD size. It is recommended to set minimum 200GB or more. Select Store

virtual disk as single file and click Next.

= - Specify Disk Capacity
Hows large do you want this disk to be?

YRS ST L aTanun

= L] My Computer
[C] EVE-COM
[] EVE-NG-PRO
[[] kali-linux-2023.3
[—D Metasploitable2-Lir
] wiN-xP
[[] csr

-

Maximum disk size (GB): 200.0 .=

Recommended size for Ubuntu 64-bit: 20 GB

[ Allocate all disk space now.

[C] Win-Server-2019
[] Win-Server-2019
[[] owasp

[C] Windows-11

[] PHP-Auct

Allocating the full capacity can enhance performance but requires all of the
physical disk space to be available right now. If you do not allocate all the
space now, the virtual disk starts small and grows as you add data to it.

© store virtual disk as a single file

() split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.

Help < Back Mext = Cancel
Specify Disk File location click Next.
A IypEIEIE WoaRdiL T ) Specify Disk File
= L] My Computer Where would you like to store the disk file?
[ EVE-COM
[C] EVE-NG-PRO Disk file
] kali-linux-2023.3 One 200 GB disk file will be created using this file name.
[—D Metasploitable2-Lir
[C] WIN-xP EVE-NG-New.vmdk Browse...
] csr
[C] Win-Server-2019
[C] Win-Server-2019
] owasp
[C] Windows-11
[C] PHP-Auct
Help < Back Mext = Cancel
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Select Customize Hardware
L= B e Ready to Create Virtual Machine

Click Finish to create the virtual machine. Then you can install Ubuntu

= 1 My Computer

7] EVE-COM 64-bit.
r|:| EVE-NG-PRO The virtual machine will be created with the following settings:
[[] kali-linux-2023.3
rlj Metasploitable2-Lir Name.: EVENG-Hew
[—D WINXP Location: F:\EWE-NG-Test
Version: Workstation 17.x
[—D CSR Operating System: Ubuntu 64-bit
[[] Win-Server-2019
(C] Win-Server-2019 Hard Disk: 200 GB
[[] owase Memory: 16384 MB
[—D Windows-11 Metwork Adapter:  NAT
r'D PHP-Auct Other Devices: 4 CPU cores, CD/DVD, USB Controller, Printer, Sound C...

Customize Hardware...

< Back Finish Cancel

IMPORTANT! Select CPU and Enable Virtualize Intel VT-x/EPT option

Hardware
Device Summary Blotessors
E=IMemory 16 GB Number of processors:
("} Processors 4
@-New CD/DVD (SATA)  Auto detect Number of cores per processor:
52 Network Adapter NAT Total processor cores: 4
USB Controller Present
c}% Sound Card Auto detect Virtualization engine
[ Printer Present @ virtualize Intel VT-x/EPFT or AMD-V/RVI
(Ipisplay Auto defect [ virtualize CPU performance counters
[ virtualize IOMMU (IO memory management unit)
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Select CD/DVD Option: “use ISO image file.” Browse to your downloaded eve-ce-prod-5.0.1-22-
full.iso (actual name can be different) file.

Hardware P4
Device Summary Devicelslaius
[E= Memory 16 GB Connected
[ .JProcessors 4 @ Connect at power on
G} New CD/DVD (SATA)  Auto detect
3 Network Adapter NAT Connection
USB Controller Present (O Use physical drive:
cl" Sound Card Auto detect
[_Ipisplay Auto detect Auto detect

© Use 150 image file:

|C:\Users\ahmad\Downloads\eve—ce—prod—5.D.1—22—fu w Browse...

Advanced...

Click Finish to complete VM setup

> lype here to search ¥
- /P - Ready to Create Virtual Machine

= [ My Computer Click Finish to create the virtual machine. Then you can install Ubuntu
] EVE-COM 64-bit.
|—|:| EVE-NG-PRO The virtual machine will be created with the following settings:
[ kali-linux-2023.3
l_'|:| Metasploitable2-Lit Namel: EVE-NG-New
[—D WIN-XP Location: F:\EVE-NG-Test
Version: Workstation 17.x
[—D CSR Operating System: Ubuntu 64-bit
[[] Win-Server-2019
[C] Win-Server-2019 Hard Disk: 200 GB
[C] owasP Memaory: 16384 MB
|—|:| Windows-11 Metwork Adapter:  NAT
[_'D PHP-Auct Other Devices: 4 CPU cores, CD/DVD, USBE Controller, Sound Card

Customize Hardware...

< Back Finish Cancel
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Power ON EVE VM.

Ty here to search ™

(=]
2]
[1+]

= L My Computer
] EVE-COM
] EVE-NG-PRO
] kali-linux-2023.3
[] Metasploitable2-Lir
] WIN-XP
] CSR
] Win-Server-2019
] Win-Server-2019
] OWASP
] Windows-11
] PHP-Auct
] EVE-NG-New

Home | EVE-CUM EVE-NG-FRD | OWASE

I—D EVE-NG-New

P Bower on this virtual machine

Edit wirtual machine settings

¥ Devices
4 Memory 16 GB
Processors 4
Hard Disk (SCSI) 200 GB
CD/DVD (SATA) Using file C\User...

Metwork Adapter NAT
USB Controller Present
Sound Card Auto detect

Display Auto detect

¥ Description

Chose Install EVE-NG Community Server and confirm with Enter.
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Installer boot menu

Advanced options
Help

Automatic boot in 7 seconds...
Press ENTER to boot or TAB to edit a menu entry

PHP-AUCT
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Select English language. Confirm with Enter.
HWillkommen'! Bienvenue! Welcome! AoSpo noxaaoEaTte! Welkom! [ Help ]
Use UP, DOWN and ENTER kews to select your lan

L
Indonesia

L
L
Ld
Ld
LJ
Ld
L]
L3
L
L
L
Ld
Ld
Ld
Ld
L]
L3
L
L
L
Ld
Ld
Ld
Ld
L]

[ Help 1

eyhoard" to
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If your DHCP IP settings are correct, select Done and confirm with Enter.

Network connections [ Help 1]
Configure at least one interface this server can use to talk to other machines,
and which preferably provides sufficient access for updates.

[ ens33 eth - * ]
DHCPwd  192.168.114.170/24

[ Create hond » ]

If you have proxy in use for your internet, assign your network proxy settings. If no proxy in use,
with Tab key select Continue and confirm with Enter.
Configure proxy [ Help 1

If this system reqguires a proxy to connect to the internet, enter its details
here.

Proxy address:
If you need to use a HTTP proxy to access the outside world,
enter the proxy information here. Otherwise, leave this blank.

The proxy information should be given in the standard form of
"http:s/ [[user] [:pass] @l host [:port] /",
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Select “Continue” and confirm with Enter.

Installing system

Confirm destructive actiaon

Selecting Continue below will hegin the installation process and
result in the loss of data on the disks selected to bhe formatted.

You will not be able to return to this or a previous screen once the
installation has started.

Are you sure you want to continue?

[ Ho
[ Continue

After the Ubuntu “Install Complete” select “Reboot Now” and hit Enter to continue.
L e L] 1 L e Ll =] 4]

installing missing packages
configuring iscsi service
configuring raid (mdadm) serwvice
installing kernel
setting up swap
apply networking config
writing etcs/fstab
configuring multipath
updating packages on target system
configuring pollinate user-agent on target
updating initramfs configuration
configuring target system hootloader
installing grub to target devices
finalizing installatiaon
running '‘curtin hook'
curtin command hook
executing late commands
final system configuration
configuring cloud-init
calculating extra packages to install
installing openssh-serwver
curtin command sustem-install
downloading and installing security updates
curtin command in-target ~

[ Yiew full log 1
[ Cancel update and reboot ]
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Without powering off the EVE VM, open the EVE VM settings and remove CD/DVD ISO Device.

Save VM Settings.

Hardware Qptions

Device Summary

E=IMemory 16 GB

[.J: Processors 4

[}Hard Disk (SCSI) 200 GB

2 Metwork Adapter NAT

[=] use controller Present

c}) Sound Card Aute detect

[pisplay Auto detect
Add...

Device status
Connected

Connect at power on

Network connection
(O Bridged: Connected directly to the physical network
Replicate physical network connection state
© HAT: Used to share the host's TP address
(O Host-only: A private network shared with the host
(O Custom: Specific virtual network
VMneto

(O LAN segment:

LAN Segments...

Advanced...

Return back to EVE console screen and confirm Continue with Enter, EVE VM will reboot and
continue installation
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Depending on your internet speed EVE installation will take some time. After installation EVE
VM will auto reboot and EVE login screen will appear, login in CLI with root/eve

i ian i Nantan Kan Fan o

ud.4_all.d

ﬁtuﬂ.4_all.de

F—r—— D

uo.d4_all.deb ...

admin.
1-1ubuntuo.4_all.deb

[
[
[
[
[
[

L R ]

1f) in auto
id-init [1

After your EVE is rebooted, Login to EVE CLI

¢ login:
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Type in a new password. For convenience, | always retain the default password ‘eve’.

Eve-MNG - Setup

Root Password
Type the Root Password:

|

Type the hostname (default is eve-ng). Press enter to select hostname.
Eve-NG - Setup

Hostname
Type the short hostname for the
sustem:

{eve—ng
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Type the domain name (default is example.com):

Eve-NG — Setup

DNS domain name
Type the DNS domain name for the
system:

lexample.com_

Select if management IP address should be static or configured by DHCP (default is DHCP, use
arrow keys and space to select, then enter to confirm): Static IP address will ask for IP address,
netmask, default gateway, primary and secondary DNS servers.

Eve-NG - Setup

Use DHCP/Static IP Address
Use DHCP or Static IP Address for
the network adapter on Management
Network?

( ) static
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Type the NTP server or leave blank if not used (default is blank):

Eve-NG — Setup

NTP server
Type the hostname/IP address of NTP
for initial clock sync (leave empty
if not used):

l

Configure how the EVE VM can access Internet (default is direct connection, use arrow keys and
space to select, then enter to confirm):
Eve-NG — Setup

Proxy Server configuration
Choose how the UM can commect to the
Internet.

irect connection

( ) anonymous proxy
( ) authenticated proxy

After the last confirm EVE will reboot. Once you see the login prompt, the system is successfully
configured.
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EVE-NG is now ready. Open a browser and enter the IP address of the VM in the address bar
then click go or press enter. The following page will load. The username is admin and password
are eve. Which is different from CLI Console username.

5.0.1-22-Community

Sign in to start your session

Mative console v

# Main A Management - & System~  @Information ~

f:'ﬁ File manager Current position root

e
I+
(cl]
Q

O E & 35 W
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